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Introduction

IN India, under the Micro, Small
and Medium Enterprises

Development Act, 2006 the
definition of MSMEs is delivered
with respect to investment caps on
fixed assets ranging from `25 lakh
to 10 crore. Indian MSMEs are
known as the ‘engine of economic
growth for promoting equitable
development’ as they contribute
over 40 per cent of the total export
of country2. The increasing number
of successful MSMEs is being
attributed to their increasing use of
big data analytics in addition to
their compact business models,
helping them tap into

USA, EU and Singapore. Further,
the author intends to draw-out best
practices from international
mechanism to cater to the specific
needs of MSMEs vis-a-vis data
protection regime. Lastly, the
author intends to evaluate the
existing legislative instruments in
India and its viability towards
MSMEs.

Comparing MSMEs
Exemption in Data
Protection Laws in
Various Jurisdictions
European Union (EU)

Small and Medium Enterprises
(SMEs) are defined in the EU
Recommendation 2003/261 with
respect to staff headcount and
turnover ranging from 2 million to

India is ranked as an emerging economy and in order to continue expanding the horizons of
growth and economic development, it becomes imperative that its ‘backbone’ i.e. MSMEs
continue to enjoy long-term benefits which are not cut short by high compliance costs vis-à-
vis digital trade. MSMEs come from a place of low credit growth1, dependency on governmental
schemes and concessions, low funding and scanty resources at their disposal. In this context,
it becomes imperative to evaluate the burden/relief that Data Protection Laws bring to MSMEs.

The Indian Personal Data Protection Bill, 2018 and 2019 (hereinafter PDPB, 2018) is largely
modelled on the European Union General Data Protection Regulation (EU GDPR) which
came into force on 25 May 2018, making it meaningful to ascertain the nuances in the
legislations. In this context, the author seeks to evaluate the existing legal framework for
data protection in jurisdictions of the USA, EU and Singapore. Further, the author intends to
draw-out best practices from international mechanism to cater to the specific needs of MSMEs
vis-a-vis data protection regime. Lastly, the author intends to evaluate the existing legislative
instruments in India and its viability towards MSMEs.
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opportunities at its first sighting3.
MSMEs come from a place of low
credit growth4, dependency on
governmental schemes and
concessions, low funding and
scanty resources at their disposal.
In this context, it becomes
imperative to evaluate the burden/
relief that Data Protection Laws
bring to MSMEs.

 The Indian Personal Data
Protection Bill, 2018 (hereinafter
PDPB, 2018) is largely modelled on
the European Union General Data
Protection Regulation (EU GDPR)
which came into force on 25 May
2018, making it meaningful to
ascertain the nuances in the
legislations. In this context, the
author seeks to evaluate the
existing legal framework for data
protection in jurisdictions of the
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10 million euros. The business
landscape is quite different in the
EU as compared to India vis-a-vis
MSMEs. While in EU, 99 per cent
of all business are SMEs5; in India
MSMEs account for 37 per cent of
India’s GDP6. This offers some
explanation towards the
underlying policy of the respective
nations. The GDPR is based on the
cornerstone of principles relating to
processing data under Article 57.
The size of the organization is
irrelevant to the application of EU
GDPR however, the nature of the
activities in relation to its risk
appetite attract the rules with
greater stringency. An example is
Article 30, clause 58 which states
that enterprises with fewer than
250 employees (SMEs) need not
bear the obligations of storing
records of their processing
activities subject to certain data
subject-oriented conditions. What
this does to the EU economy is that
it standardizes internet safeguard
standards for tech companies and
significantly increases compliance
cost for SMEs. Various studies
believe that such high compliance
costs for SMEs could drive them
out of business9.

United States of America (USA)

The United States of America
(USA) is home to 30 million SMEs,
contributing significantly to its
trade policy decisions while
increasing USA investment
opportunities10. Being one of the
pioneers in cyber security and data
protection laws, United States 1974
Privacy Act, Computer Fraud and
Abuse Act (CFAA) enacted in 1986
and the FISMA 2014 cater to needs
of a specific scandal, ambiguous or
are sectoral in nature. It is

imperative to note that the US data
protection laws have not been
satisfactorily providing a holistic,
adequate framework11 owing to the
varied and many forms of privacy-
related legislations, contradictory
jurisdictions and little attention to
small businesses12. This can be seen
as a barrier to the growth of small
businesses in the US as they have
to bear the burden of varying
compliance standards across the
different states13.

The ‘New York State’s Cyber
Security Requirements for
Financial Services Companies’14

can be seen as a sunshine
legislation for small businesses
engaged in financial services. It
provides for a host of exemptions
for businesses having either 10
employees or less than $5,000,000
in gross annual revenue or less than
$10,000,000 in year-end total assets
such as exemption from
developing own security
programme, appointing a security
officer, risk assessment among
others. However, certain
exemptions are applicable only to
those entities that do not process
‘non-public information’15.

Singapore

SMEs form 99 per cent of
businesses in Singapore and
various measures are taken up
monetize their investment portfolio
including various intellectual
property related schemes16. In
Singapore, the ‘Personal Data
Protection Act, 2012’ (hereinafter
referred as PDPA)17 governs
personal information. The PDPA is
churned out for enforcement in a
phase-manner, its recent edition
being Chapter 8 on ‘Could services’
in October 201918 alongside

complementary regulations and
advisory guidelines.

Since the PDPA is a melting pot
of best practices from around the
world, like EU GDPR, is reserves
no exemptions for small
businesses. All SMEs are required
to adopt a security plan and
appoint a data protection officer.
However, the Personal Data
Protection Commission of
Singapore guarantees lower
compliance costs for SMEs based
on the presumption that SMEs do
not handle huge amounts of
personal data19 in addition to the
transition period provided as the
PDPA comes into force in a phase-
manner.

Good Practices from
Existing International
Mechanism
(i) OECD Guidelines on the

Protection of Privacy and
Transborder Flows of
Personal Data

The OECD Guidelines on the
Protection of Privacy and
Transborder Flows of Personal
Data (hereinafter referred to as
OECD Guidelines) was adopted on
23 September 1980 and recently
received further recommendations
in 201320. The OECD Guidelines
laid down certain core principles
that guide the privacy protection
policies of OECD government or
member parties. It is imperative to
note that the OECD guidelines
receive some amount of inspiration
for the EU GDPR and other related
legislations21. Since the principles
enumerated under the OECD
Guidelines revolve around cross-
border information flow, it
becomes especially crucial to
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SMEs. SMEs are known to be
internationally attractive
businesses owing to their low-cost
structures and smaller business
hierarchies allowing them to tap
into opportunities faster than other
businesses. The OECD Guidelines
recognize certain barriers to SMEs
in existing data protection laws
around the globe-one, high
compliance costs; and two, ‘need
for increased transparency of cross-
border information flow’22. Since
SMEs come from a small pool of
resources, regulatory responses
need to be efficient. The OECD
Guidelines suggest that regulatory
measures such as ‘codes of practice
and targeted audits should
encouraged over filing of
applications and approvals’23.

Since SMEs are largely driven
by domain names and other
internet-facilitated trade, the
OECD Guidelines suggest that
increasing transparency and
disseminating timely information
is of crucial importance. It suggests
‘making information available in a
central repository maintained on
the website of an international
organization’24.

In an Economy Paper25, it is
suggested that SMEs explore
alternative dispute resolution
mechanism to resolve cross-border
data contract disputes to contain
costs and save time.

APEC Privacy Framework

The APEC Privacy Framework
(hereinafter referred as APEC
Framework) aimed at garnering
cooperation between its 27 member
countries to remove any barriers to
information flow and trade
through its Rules. Alongside the

APEC Framework, the APEC
Cross-Border Privacy Rules were
developed in 2004 and later
updated in 2015. An important
feature of the APEC Framework is
that it also urges Over-the-top
Media and other businesses such as
Apple to form analogous privacy
policies26.  Due to its focus on
international commerce rather than
privacy concerns, it is generally
critiqued to be ‘OECD-Lite’27.
Further, its thrust on growth of ‘e-
commerce’ and global trade has
put the APEC Framework in an
adversarial position in relation to
EU’s stand on data protection28.
However, the APEC framework
may be rather favourable for small
business as it encourages ‘minimal
administrative and bureaucratic
burdens. Its key benefits to small
businesses are flexibility in privacy
policies that ‘meet individual
company needs’ while catering to
general privacy guidelines29. The
APEC Framework strikes middle-
ground with various international
standards by providing definitive
privacy policies under the APEC
Cross-Border Privacy Rules,
making its viable for small
businesses30.

Data Protection Regulatory
Responses for MSMEs in India

In India 36 million MSMEs are
housed31, contributing over 28 per
cent to the Gross Domestic Product
of the nation. India’s digital policy
is set to increase the national level
of internet age by MSMEs which is
at a 3.7 per cent national average32.
MSME penetration of digital
services is at 6-10 per cent range is
rising steadily33. The reason why
MSMEs are in the centre of India’s
trade policies is to curb capital

flight given that by 2030 the
potential for digital trade is set to
expose ̀ 33.3 lakh crore of economic
value34. Under the MSME
Development Act, 2006 Section 7
under Chapter 3 defines Micro,
Small and Medium Enterprises
with respect to investment in fixed
capital.

Prior to the Personal Data
Protection Bill, 2018 (hereinafter
referred as PDPB, 2018), India did
not have a concrete legislation
governing data flow despite its
emerging economy. After the
judicial pronouncement by the
Apex Court in the case of Justice
K.S. Puttaswamy (Retd.) v. Union
of India35, the expediated process
to construct a data protection
legislation began. In order to
further expand the opportunities
that lie in digital trade or cross-
border information flow, it
becomes essential for India look
after its growth incubators i.e.
MSMEs.

Under the Personal Data
Protection Bill, 201836 now being
updated to the Personal Data
Protection Bill, 201937 (hereinafter
referred as PDBP, 2019), while
MSMEs have not received a explicit
exemption, ‘small entities’ have
certain exemptions such as notice
and quality of data, etc. Under the
PDBP, 2019, entities with turnover
of less than 25 lakh are granted a
skew of exemptions from the
foundational principles of the
PDPB, 2018. Under Section 48 of
PDPB, 2018, qualifying MSMEs are
not required to adhere to the Notice
principle, Data Quality principle,
Data storage limitation principle
among others specified therein. It
is important to note that these
exemptions are applicable to
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manual processing by small
entities. It is unclear whether
‘manual processing’ includes filing
systems where the risk of profiling
is higher. If it does include filing
systems, it would leave increasing
amounts of data vulnerable. It also
leaves MSMEs to single-handedly
battle the vigour of the 2018 Bill. A
fundamental defect in Section 48 of
the 2018 Bill is the fact that it
remains oblivious to the fact that
India is a globally preferred
outsourcing hub for data entry
purposes.

In the PDPB, 2019, the said
lacuna still persists. Except, under
Section 39 of the PDBP, 2019, being
analogous to Section 48 of the
PDBP, 2018, it does not provide for
a definition of ‘small entities’.

Conclusion

The author believes that India
has a lot to learn from the way the
USA, EU and Singapore have
introduced their data protection
legislations. Further, it is also
essential that India looks into the
international guidelines regarding
the same to continue providing
MSMEs the economic leverage for
long-term benefits such as digital
trade.

It is noted that the efforts by
law-making bodies in the EU are
only to further fuel consumerism
in the age of awareness. While it
may seem cumbersome to abide by
the stringent rules, in actuality, it
presents very promising prospects
for businesses including SMEs-
with standardization, tech access
cost decreases thus promoting
accessibility for consumers. While
on the other hand, with time
and increasing competition, the

demand for SME products will
increase owing not only to their
inherently low-price model but
also reliability for data privacy. In
totality, this increases the feasibility
of EU GDPR in the long run,
making it a sound legislation. A
holistic legislation is the need of the
hour, however, businesses as small
as MSMEs need to be given a
transition period as seen in the
Singapore jurisdiction.

MSMEs need to be given its
required attention in the PDBP by
way of provision for extended
transitional period and reduction
in labour-intensive regulatory
measures, while not shirking away
the need for data protection
regulation even for a MSME. It
would then provide for an unequal
development of data protection
law in the country creating
potholes while building the road to
safe data handling with no real
economical exemptions for
MSMEs, unlike in the EU GDPR
and Singapore. The foundational
principles should be elevated to the
status of a ‘basic structure’ of sorts,
in order to ensure long-terms
prospects in terms of business
reliability and information flow.
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